AEG ID Work instruction:

PC - program to test AEG ID hdx multipage tfransponders Nr.. | AA3007

Seite: | Tvon7

First steps:

Plug in AEG ID reader ARE i2.0x or ARE i9x.

Note serial interface of PC

Start HDX configuration tool VO26.exe

Please note the HDX configuration tool.ini file needs to be in the same folder as the .exe file
The program starts up like below.

A HDX Configuration Tool — O Y

File Interface Terminal 7

<]

Carrier 1D 1 read carier |0 length [

<]

Carrier ID 2 wirite: read carrier 10

<]

lock wirite carier D

(< <]

default memory content

carrier 1D

read UID

<]

<]

(< <]

<]

<]

(<<}

<]

<]

< <

1D

<]

General description of the program:

On the left side you see the memory map of AEG ID hdx multipage transponders. The pages can be selected individually.
Data can be displayed either in hex or ASCII by selecting the corresponding radio button.

Buttons “read, write, lock and default memory content” are to be used to check and change the data content of the chip
displayed on the left side.

On the right side there is a special command to read and write a SEMI carrier ID residing in pages 1and 2, depending on the
sefting of carrier ID length as defined by SEMI norms.

AEG ID hdx multipage transponders come with their own unique ID. This can be read by using the button read UID. Chip
unique ID is used as a cyber security function.
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Step by step instructions:

Open Interface
First you have to open the appropriate serial interface by pressing Interface. Select your interface and select 38400 as baud
rate.

< <

1<}

read carier D

wirite: carrier (D

<.}

<]

i A ] 234
X

<.}

COM Port Settings

1<}

COM Port: | COM3
Baudrate: 38400

[ < I <]

Cancel

[ < < < < I < I <

Read transponder memory
Button read triggers a read of all selected pages. Data is displayed either in hex or ASCII.
Successful read of a page is displayed in green.

Ay’ HDX Configuration Tool — O b4

File Interface Terminal 7

5555555555555555 Carrier 1D read -arrier 1D length (Byte]
000000000aa00aac I : write: tead carrier 1D
00aa00aa0aa00aad uzer free lock wiritke carrier 1D
0000000000000000 LizEl default mernory content
0000000000000000 | carier 10
000000000a000000 ! ]
000000000a000000 | ]
0000000000000000 ¥ e
0000000000000000

[ LV (101000 00000000000 !

=1 A 1000000000000000 |

| P23 (10 00000000000000 !

[ IT (1010 0000000000000 !

=8 S (10100000000000000 |

= 13 1000000000000000 |

= 1= (101 00000000000000 |

| G (10 00000000000000 |
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Editing data and writing to the chip

You can change the data content in the edit fields of the pages. In this example, data display is set to ASCIl and the data
content of pages 1and 2 has been changed to below data. Button write friggers a write on all selected pages. Please note, in
ASCII mode only printable characters are written. For non- printable characters, the data content of the chip remains
unchanged.

A" HDX Configuration Tool = O x

File Interface Terminal 7

Carrier 11 carrier 10 length |

<]

<]

read carier 1D

wirite carrier [0

1< |

<}

carrier ID

read UID

< <

<}

EE NN
=10 @
== #
25

o

<[ <]

<.}

Button default memory sets the entire memory back to its original content (only in the edit fields, a subsequent write
command has to be used to write this information to the tfransponder)

A’ HDX Configuration Tool = O x

File Interface Terminal 7

<]

5ERRREE5EEE55555 Camier D1 [0 carier 1D length
0000000000000000 C vz e read carier |D

0000000000000000 user fee lock wite carier 10

0000000000000 LN e fauilt memory contert |

0000000000000000 1 free camier |0

0000000000000000 r free

0000000000000000 i fres
0000000000000000 i fres

0000000000000000 L

=STJ (1000000000000000 L

SR 001010000000000000 L

<SP (10100000000000000 T

=EEcH (1000000000000000 L

=S I (1000000000000000 L

ST 001010000000000000 L

ST 001010000000000000 L

S (101010000000000000 1

<]

<]

(I <<

< <
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After pressing write, the data content is written to the fransponder.

A" HDX Configuration Tool — O b4

File Interface Terminal 7

<]

ettt carrier |0 length [B
0000000000000000 Carrier ID 2 i ' read carier |0
0000000000000000 user free wirite carrier [D
0000000000000000 TECRICCN clefault memory content |
0000000000000000 user free carrier [0
0000000000000000 user free

0000000000000000 user free
0000000000000000 user free

0000000000000000

0000000000000000

0000000000000000

0000000000000000

0000000000000000

0000000000000000

0000000000000000

0000000000000000

0000000000000000

<]

<]

(< <

<]

<]

<]

<]

< <

<]

<]

RA

<]

Locking chip memory to prevent data change

Button lock locks the memory for all selected pages. Be careful, this operation is non-reversible. Data for these blocks
cannot be changed anymore.
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Special feature for SEMI applications
Carrier ID length determines the length of the carrier ID. Button read carrier ID reads the data content from pages 1and 2,
depending on the setting of carrier ID length and displays it on the right side top edit field.

o* HDX Configuraticn Tool — O %

File Interface Terminal 7

<]

Lialalat ol alala atataa Carrier 1D 1 read carrier 1D length |

Q000000000000000 Carrier ID 2 wirite | read carier [0

0000000000000000 uzer free % wirite carrier 1D

0000000000000000 uzer free default memomny content 55555555555555550000000000000000
0000000000000000 user free cairrier 1D

0000000000000000 user fiee

0000000000000000 uger free
0000000000000000 uger free

0000000000000000

0000000000000000

0000000000000000

0000000000000000

0000000000000000

0000000000000000

0000000000000000

0000000000000000

0000000000000000

<]

<]

[ <

<]

<.

[ <

<]

[ <

<]

<]

<<

<]

i HDX Configuration Tool = O 5

File Interface Terminal 7

read carrier [0 length [Bete)

write: read camier |0

lock: | vrite camier 1D

default memary content CARRIER D 07234

carnier 1D

read UID

P9
P10
P11
P12
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Transponder unique ID (UID)

Button read UID reads the transponders unique ID. This unique ID can be used to encrypt data content for this individual
fransponder, making a copy of the data content useless as another fransponder will have a different unique ID (-cyber

security function)
' HDX Configuration Tool

File Interface Terminal 7

<]

Carrier ID 1 read

<]

Carrier 1D 2 write

carrier ID length [Byte)

read carrier [D

lock

wirite carrier 1D

default memon content

AR EA

<]

<]

[ <

[ <.

[ <

<]

CARRIER ID 01234

carier |0

read UID

CE 328200

The chip UID allows for any encryption method. It can be simple bit manipulations like AND, OR, XOR operations, it can be
mathematical operations like adding or subtracting or the chip UID can be used as part of a AES 128 key.

No matter how complicated the method for encryption is, it is always possible to determine, if the data in the transponder is
the original intended data. Data copied to another tag or data changed in the tag can always be determined, thereby

ensuring data integrity and security.
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Terminal program
Pressing Terminal opens a simple terminal program on the right side. Here individual commands of AEG ID readers can be
tested. In the example below, instruction “ruid” reads the chip UID.

5" HDX Configuration Tool _ O %

File Interface Terminal 7

<.}
e
(o}

tuid
CB32E800

<

wirite read carier D

<

lock write carrier 1D

dafault memary content CARRIER ID 01234

[ <.

<

ier 1D

read UID

CB32B800

<

< ] <.|

BERA

<<

< <

H Il

CARRIER

ID 01234
I

<]

1 Release, Change protocol
Revision: Date: Description of changes Responsible
01 11.07.2024 First release NK
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